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Abstract:  IN Wireless sensor networks Large-scale sensor networks are deployed in numerous application 
domains, and the data they collect are used in decision-making for critical infrastructures. Data are streamed 
from multiple sources through intermediate processing nodes that aggregate information. A malicious 
adversary may introduce additional nodes in the network or compromise existing ones. Therefore, assuring 
high data trustworthiness is crucial for correct decision-making. Data provenance represents a key factor in 
evaluating the trustworthiness of sensor data. Provenance management for sensor networks introduces 
several challenging requirements, such as low energy and bandwidth consumption, efficient storage and 
secure transmission. In this paper, we propose a novel lightweight scheme to securely transmit provenance for 
sensor data. The proposed technique relies on in-packet Bloom filters to encode provenance. We introduce 
efficient mechanisms for provenance verification and reconstruction at the base station. In addition, we 
extend the secure provenance scheme with functionality to detect packet drop attacks staged by malicious 
data forwarding nodes. We evaluate the proposed technique both analytically and empirically, and the results 
prove the effectiveness and efficiency of the lightweight secure provenance scheme in detecting packet forgery 
and loss attacks.  
Keywords:  Provenance; Security; Sensor Networks 
I. INTRODUCTION 
Sensor networks are used in numerous application 
domains, such as cyber physical infrastructure 
systems, environmental monitoring, power grids, etc. 
Data are produced at a large number of sensor node 
sources and processed in-network at intermediate 
hops on their way to a Base Station (BS) that 
performs decision-making. The diversity of data 
sources creates the need to assure the trustworthiness 
of data, such that only trustworthy information is 
considered in the decision process. Data provenance 
is an effective method to assess data trustworthiness, 
since it summarizes the history of ownership and the 
actions performed on the data.  
Large-scale sensor networks are deployed in 
numerous application domains, and the data they 
collect are used in decision-making for critical 
infrastructures. Data are streamed from multiple 
sources through intermediate processing nodes that 
aggregate information. A malicious adversary may 
introduce additional nodes in the network or 
compromise existing ones. Therefore, assuring high 
data trustworthiness is crucial for correct decision-
making. Data provenance represents a key factor in 
evaluating the trustworthiness of sensor data. 
Provenance management for sensor networks 
introduces several challenging requirements, such as 
low energy and bandwidth consumption, efficient 
storage and secure transmission. A novel lightweight 
scheme is proposed to securely transmit provenance 
for sensor data. The proposed technique relies on 
inpacket Bloom filters to encode provenance. 
Efficient mechanism is introduced for provenance 
verification and reconstruction at the base station. 
The secure provenance scheme is extended with 
functionality to detect packet drop attacks staged by 
malicious data forwarding nodes. The proposed 
technique is evaluated both analytically and 
empirically, and the results prove the effectiveness 
and efficiency of the lightweight secure provenance 
scheme in detecting packet forgery and loss attacks. 
In a multi-hop sensor network, data provenance 
allows the BS to trace the source and forwarding path 
of an individual data packet. Provenance must be 
recorded for each packet, but important challenges 
arise due to the tight storage, energy and bandwidth 
constraints of sensor nodes. Therefore, it is necessary 
to devise a light-weight provenance solution with low 
overhead. Furthermore, sensors often operate in an 
untrusted environment, where they may be subject to 
attacks. Hence, it is necessary to address security 
requirements such as confidentiality, integrity and 
freshness of provenance.  
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II. RELATED WORK 
Recent research highlighted the key contribution of 
provenance in systems where the use of 
untrustworthy data may lead to catastrophic failures. 
Although provenance modeling, collection, and 
querying have been studied extensively for 
workflows and curated databases, provenance in 
sensor networks has not been properly addressed.  
Traditional provenance security solutions use 
intensively cryptography and digital signatures, and 
they employ append-based data structures to store 
provenance, leading to prohibitive costs.  
As opposed to existing research that employs 
separate transmission channels for data and 
provenance. The problem of secure and efficient 
provenance transmission and processing for sensor 
networks is discussed. 
Provenance is used to detect packet loss attacks 
staged by malicious sensor nodes.  
A provenance encoding strategy is proposed whereby 
each node on the path of a data packet securely 
embeds provenance information within a Bloom filter 
that is transmitted along with the data.  
Upon receiving the packet, the BS extracts and 
verifies the provenance information.  
To devise an extension of the provenance encoding 
scheme that allows the BS to detect if a packet drop 
attack was staged by a malicious node. Only fast 
Message Authentication Code (MAC) schemes and 
Bloom filters (BF) is used, which are fixed-size data 
structures that compactly represent provenance. 
Bloom filters make efficient usage of bandwidth, and 
they yield low error rates in practice.  
Secure provenance transmission in sensor networks, 
and identify the challenges specific to this context; 
Proposed an in-packet Bloom filter provenance 
encoding scheme; Efficient techniques for 
provenance decoding and verification at the base 
station; Detects packet drop attacks staged by 
malicious forwarding sensor nodes; 
Pedigree captures provenance for network packets in 
the form of per packet tags that store a history of all 
nodes and processes that manipulated the packet. 
However, the scheme assumes a trusted environment 
which is not realistic in sensor networks.  
ExSPAN describes the history and derivations of 
network state that result from the execution of a 
distributed protocol. This system also does not 
address security concerns and is specific to some 
network use cases.  
SNP extends network provenance to adversarial 
environments. Since all of these systems are general 
purpose network provenance systems, they are not 
optimized for the resource constrained sensor 
networks.  
Hasan et al. propose a chain model of provenance 
and ensure integrity and confidentiality through 
encryption, checksum and incremental chained 
signature mechanism.  
Syalim et al. extend this method by applying digital 
signatures to a DAG model of provenance. However, 
these generic solutions are not aware of the sensor 
network specific assumptions, constraints etc. Since 
provenance tends to grow very fast, transmission of a 
large amount of provenance information along with 
data will incur significant bandwidth overhead, hence 
low efficiency and scalability.   
III. BACKGROUND AND SYSTEM MODEL 
As sensor networks are being increasingly deployed 
in decision-making infrastructures such as battlefield 
monitoring systems and SCADA (Supervisory 
Control and Data Acquisition) systems, making 
decision makers aware of the trustworthiness of the 
collected data is a crucial. To address this problem, 
we propose a systematic method for assessing the 
trustworthiness of data items. Our approach uses the 
data provenance as well as their values in computing 
trust scores, that is, quantitative measures of 
trustworthiness. To obtain trust scores, we propose a 
cyclic framework which well reflects the inter-
dependency property: the trust score of the data 
affects the trust score of the network nodes that 
created and manipulated the data, and vice-versa. The 
trust scores of data items are computed from their 
value similarity and provenance similarity. The value 
similarity comes from the principle that "the more 
similar values for the same event, the higher the trust 
scores". The provenance similarity is based on the 
principle that "the more different data provenances 
with similar values, the higher the trust scores".  
A lot of scientific data is not obtained from 
measurements but rather derived from other data by 
the application of computational procedures. We 
hypothesize that explicit representation of these 
procedures can enable documentation of data 
provenance, discovery of available methods, and on-
demand data generation (so-called "virtual data"). To 
explore this idea, we have developed the Chimera 
virtual data system, which combines a virtual data 
catalog for representing data derivation procedures 
and derived data, with a virtual data language 
interpreter that translates user requests into data 
definition and query operations on the database. We 
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couple the Chimera system with distributed "data 
grid" services to enable on-demand execution of 
computation schedules constructed from database 
queries. We have applied this system to two 
challenge problems, the reconstruction of simulated 
collision event data from a high-energy physics 
experiment, and searching digital sky survey data for 
galactic clusters, with promising results. 
Data management is growing in complexity as large-
scale applications take advantage of the loosely 
coupled resources brought together by grid 
middleware and by abundant storage capacity. 
Metadata describing the data products used in and 
generated by these applications is essential to 
disambiguate the data and enable reuse. Data 
provenance, one kind of metadata, pertains to the 
derivation history of a data product starting from its 
original sources.In this paper we create a taxonomy 
of data provenance characteristics and apply it to 
current research efforts in e-science, focusing 
primarily on scientific workflow approaches. The 
main aspect of our taxonomy categorizes provenance 
systems based on why they record provenance, what 
they describe, how they represent and store 
provenance, and ways to disseminate it. The survey 
culminates with an identification of open research 
problems in the field. 
As increasing amounts of valuable information are 
produced and persist digitally, the ability to 
determine the origin of data becomes important. In 
science, medicine, commerce, and government, data 
provenance tracking is essential for rights protection, 
regulatory compliance, management of intelligence 
and medical data, and authentication of information 
as it flows through workplace tasks. In this paper, we 
show how to provide strong integrity and 
confidentiality assurances for data provenance 
information. We describe our provenance-aware 
system prototype that implements provenance 
tracking of data writes at the application layer, which 
makes it extremely easy to deploy. from the network. 
The network is modeled as a graph G(N,L), where N 
={ni|, 1<=i<=|N|} is the set of nodes, and L is the set 
of links, containing an element li,j for each pair of 
nodes ni and nj that are communicating directly with 
each other. Sensor nodes are stationary after 
deployment, but routing paths may change over time, 
e.g., due to node failure. Each node reports its 
neighboring (i.e., one hop) node information to the 
BS after deployment. The BS assigns each node a 
unique identifier nodeID and a symmetric 
cryptographic key Ki. In addition, a set of hash 
functions H ={h1, h2, . . . , hk} are broadcast to the 
nodes for use during provenance embedding. 
IV. IMPLEMENTATION 
Aggregated data 
Assume a multiple-round process of data collection. 
Each sensor generates data periodically, and 
individual values are aggregated towards the BS 
using any existing hierarchical (i.e., tree-based) 
dissemination scheme. A data path of D hops is 
represented as <nl, n1, n2, . . ., nD >, where nl is a 
leaf node representing the data source, and node ni is 
i hops away from nl. Each non-leaf node in the path 
aggregates the received data and provenance with its 
own locally-generated data and provenance. 
Provenance encoding 
Consider node-level provenance, which encodes the 
nodes at each step of data processing. This 
representation has been used in previous research for 
trust management. For a data packet, provenance 
encoding refers to generating the vertices in the 
provenance graph and inserting them into the iBF. 
Each vertex originates at a node in the data path and 
represents the provenance record of the host node. A 
vertex is uniquely identified by the vertex ID. The 
VID is generated per-packet based on the packet 
sequence number (seq) and the secret key Ki of the 
host node. We use a block cipher function to produce 
this VID in a secure manner. 
Provenance verification and decoding 
When the BS receives a data packet, it executes the 
provenance verification  
process, which assumes that the BS knows what the 
data path should be, and checks the iBF to see 
whether the correct path has been followed. 
However, right after network deployment, the path of 
a packet sent by a source may not be known to the 
BS. In this case, a provenance collection process is 
necessary, which retrieves provenance from the 
received iBF and thus the BS learns the data path 
from a source node. Afterwards, upon receiving a 
packet, it is sufficient for the BS to verify its 
knowledge of provenance with that encoded in the 
packet. 
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V. RESULT ANYLSIS  
 
 
 
 
 
 
 
 
 
 
VI. CONCLUSION 
Addressed the problem of securely transmitting 
provenance for sensor networks, and proposed a 
light-weight provenance encoding and decoding 
scheme based on Bloom filters. The scheme ensures 
confidentiality, integrity and freshness of provenance. 
The scheme extended to incorporate data-provenance 
binding, and to include packet sequence information 
that supports detection of packet loss attacks. 
Proposed scheme is effective, light-weight and 
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scalable. In future work, we plan to implement a real 
system prototype of secure provenance scheme, and 
to improve the accuracy of packet loss detection, 
especially in the case of multiple consecutive 
malicious sensor nodes. 
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